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Stop Document Fraud In Its 
Tracks!

• Protect your sensitive business 
documents.

• Are you Check 21 Compliant? 
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A program designed to add 
value and provide safety for 

all your companies 
negotiable documents.
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Protect Your Secure Documents 
from Fraud and Counterfeiting

Check Fraud is on the Increase
• According to Ernst & Young more than 500 

Million checks are forged annually—a 350% 
increase since the 70’s

• An average of 1.4 Million fraudulent checks 
are written daily

• Annual losses exceed $10 Billion
• According to the National Check Fraud 

Center, fraud and counterfeiting are critical 
issues facing the US financial system
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What is a negotiable document?

Anything that can be exchanged for 
monetary value.

• checks, money orders, certificates

• licenses, registrations
• titles, deeds
• transcripts, degrees

• prescription forms
• identification cards & forms

• intellectual property
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Technology enhancements, including 
color copiers, scanners, and laser 
printers with user friendly software, 
have paved the way for increased 

document fraud.

Check fraud will continue to 
grow by at least 2.5% 

annually in the coming years 1

1 Source:  American Banker
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How do they do it?

• Photocopying
• Scanning

• Alteration--Erasure, Chemical, Cut & 
Paste
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• Old technologies evolve to meet new 
challenges, i.e. void feature, security 
papers.

• New security features are constantly being 
developed to thwart these new 
technologies.

• Concept of “due diligence” adopted as part 
of the UCC.
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The Concept of Due Diligence

The concept of  “due diligence” requires the 
document issuer to take all possible measures to 

protect their sensitive documents from 
alterations, duplications, and forgery.

Failure to exercise precaution relieves the bank 
from any liability covered under the Universal 

Commercial Code.
The burden of responsibility then falls upon the 

issuer of the document.  
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How Can You Protect Yourself?



Compliments of

��������	�
���	�
��	���
1-877-543-2318

www.formsmanagementinc.com

Minimize Your Risk

Implement Safe Practices
• Only give account information to businesses 

you know are reputable
• Destroy unused checks from closed accounts 

immediately
• Maintain tight security  
• Examine all new checks upon arrival and keep 

boxes sealed until needed.
• Reconcile your checking account statement as 

soon as possible
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• Divide check handling 
responsibilities—reconcilers should 
never be signers and vice versa

• When laser printing checks use 12 
point type or larger AND use check 
paper with toner anchorage to bond 
the toner onto the paper.

• Use highly secure check stock with 
multiple security features
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Security Features

Void Pantographs

When fraudulent attempts are made on a 
color or black and white copier, the hidden 

(VOID) will appear as illustrated.
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Safety Papers

Safety papers reveal a multi-language 
void when eradications or chemical 

altering is attempted.
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Microprinting

Microprinting will appear as a blur when 
copying is attempted.  Most effective as 
a signature line or as a fine-line border.
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Erasable Inks

Erasable security inks, when applied to 
vital areas, will clearly reveal any 

alterations attempted.
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Invisible fibers

Invisible fluorescent fibers are visible 
under ultraviolet light revealing 

fraudulent copying or printing if fibers 
are missing.
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Special numbering

Bleed-thru numbering prevents 
alteration of paper fibers and is 
extremely difficult to duplicate.
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Prismatic Printing

Prismatic printing is virtually impossible 
to copy when using multiple colors in a 
patterned background.  For additional 

security a void pattern can be 
incorporated.
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High Resolution Borders

High Resolution 
Borders, because 
of their intricate 
design, appear 
distorted when 
copied.



Compliments of

��������	�
���	�
��	���
1-877-543-2318

www.formsmanagementinc.com

Step and Repeat Backgrounds

Tampering with repetitive backgrounds 
makes alterations extremely difficult.
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Blind embossing 
cannot be duplicated 

by copying 
or scanning.

Foil Stamping or 
Embossing will

appear tarnished, almost 
black, when scanned or 

copied.
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Endorsement Backers

• Not technically a security feature;  but can be 
designed with microprint lines, security 
screens

• True purpose of the Reg CC backer is to 
comply with Expedited Funds Act which 
requires release of funds within one business 
day on local checks and five days on out of 
town items.  
• (In 2003, there were more transactions with checks 

(36.7 billion) than with credit and debit cards 
combined.
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Reg CC Backer
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Warning Endorsement Backer

The endorsement warning calls attention 
to the true or artificial watermark that 
cannot be duplicated by scanners or 

copiers.
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Safety in Numbers

While Security Guard™ features offer the best 
protection available against document 

forgery,reproduction or alteration, 
no single feature is guaranteed

to be foolproof against enough effort and today’s 
technology.

Multiple features on a single document provide 
the highest degree of safety by complicating the 

effort of fraud and deterring the would be 
counterfeiter.
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What is Check 21?
• Legislation signed into law by 

President Bush that allows 
financial institutions to create 
“substitute documents” or IRDs

• Became effective October 2004
• Substitute documents are 

considered the legal equivalent 
of the original paper check

• The Act does not mandate receipt of check images or 
electronic checks

• However, banks who wish to take advantage of the 
Act will require their patrons to implement certain 
design standards
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What are the benefits of Check 21?

• The significance of the Act is that it 
encourages the use of technology to improve 
the overall efficiency of the check payment 
system

• Eliminates many costly processing steps for 
financial institutions

• Reduces the time necessary for payment 
processing

• A depositary bank could image capture a 
check at the earliest point of entry and never 
handle the original document again
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• The Act does not specify guidelines or 
requirements for the printing or 
creation of the original check

• However, documents must be “image 
friendly” and compatible with imaging 
technology

• Defined print contrast levels in areas 
of interest that allow scanning of 
handwritten or printed data

• Requires that background print not 
interfere with handwritten or printed 
data in areas of interest.
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How do I know if our checks are 
compliant?

• There is no way to determine compliance 
through a visual inspection

• The document must be tested 
with specially designed software

• As your check provider we can
provide testing and 
confirmation of the results

• As your check provider we can provide the 
necessary design assistance
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Areas of Interest

• Date
• CAR — Courtesy Amount 

Recognition

• Payee and Legal
• Signature areas
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Sample of Original Document as 
it appeared when presented for 
payment at Bank of First Deposit

Substitute document created 
through electronic image 
capture.  This document is the 
legal equivalent of the original 
check.
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Will Check 21 compromise 
the security of our checks?

• ANSI specifications do not disqualify security 
features

• Many printed and paper security features have 
tested compliant with ANSI specifications

• Some features, such as patented void 
technologies, may have to be “tweaked” but can 
still be effective

• Some banks specify a maximum file size (not 
specified by ANSI) and voids may conflict

• Due diligence is still the responsibility of the 
issuer.
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What happens to my original 
check?

• No specific guidelines within the Act

• Conceivably, the documents could be 
shredded

• The substitute check is the legal 
equivalent of the original document
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Check 21 Information
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Next Steps
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• Review your internal audit procedures
• Survey and identify potential risks
• Implement corrective actions
• Review secure documents

including checks and other 
negotiable instruments

• Contact customer service
at 1-877-543-2318 for 
additional resources
and assistance . 


